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U.S. Doubles Down and Seizes
‘Comeback’ Domains of Pirate Sites

December 19, 2022 by Ernesto Van der Sar

Leading up to the FIFA World Cup final this weekend, U.S. law enforcement

seized 23 domains operated by pirate sports streaming sites. The domains in
question were used by sites targeted in a similar action a week earlier. This

triggered a game of whack-a-mole that's not over yet. Meanwhile, other sites are being

targeted, including the popular Soccerstreams portal.

Earlier this month, we reported on a series of FIFA

World Cup-themed domain name seizures by US

law enforcement.

In the initial wave, Homeland Security

Investigations took down 55 domain names

operated by pirate sports streaming sites.

Many of the sites had millions of regular visitors
who were confronted with a seizure banner
featuring seals of prominent law enforcement outfits. This action was later officially

confirmed by the U.S. Attorney’s Office for the District of Maryland.
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As expected, the crackdown was related to the FIFA World Cup. The authorities confirmed
that they were tipped off by a FIFA representative in September. Homeland Security
Agents in Maryland subsequently picked up the case and confirmed that the sites were

indeed linked to infringing World Cup streams.

Comebacks

The seizures affected a wide variety of sites with Hesgoal and Weakstreams as prominent
targets. While these domains indeed became inaccessible, the streaming portals were not

easily deterred and swiftly switched to new domain names.

Taunting U.S. law enforcement was a bold move but not without consequences.
Maryland’s U.S. Attorney’s Office kept a close eye on the action and conducted a follow-up

seizure round, starting last Friday.

This domain name has been seized by Homeland Security Investigations (HSI) pursuant
to a warrant issued by the United States District Court for the District of Maryland under
the authority of, inter alia, Title 18, United States Code, Section 2323.

It is unlawful to reproduce or distribute copyrighted material including movies, music,
software. or games without authorization.

Individuals who do so risk criminal prosecution under Title 18, United states code,
Section 2319. First time offenders convicted ofa criminal felony copyright violation face
up to five years in prison, fines, restitution, and forfeiture.

This new action, now officially confirmed, targets several ‘comeback’ domains including

hesgoal.pro, hesgoal.me and weakstream.net which had only been actively used for a few


https://www.justice.gov/usao-md/pr/maryland-us-attorney-s-office-announces-seizure-23-more-domain-names-allegedly-violated

days.

“After the initial round of seizures executed on December 10, HSI Agents in Maryland
observed public internet messages and social media posts identifying additional,

alternative sites offering illicit streams of World Cup matches.

“Agents then reviewed World Cup games and other infringing content being offered
through these sites and confirmed a list of additional domain names subject to seizure,”

the Attorney’s Office adds.
Whack-A-Mole Continues

The new seizures are a setback for the site operators, but not all are so easily deterred. At
the time of writing, Weakstreams already appears to have made a comeback at a .org

domain.

Hesgoal also had its Twitter handle suspended over the past few days. While that was

replaced with a new one, it didn't immediately launch a backup domain name as far as we

can see.

The follow-up seizure round timed right before the World Cup final, also targeted some
streaming platforms that hadn't been listed before. This includes Soccerstreams.net,

which has a dedicated following on Reddit.

The seizure banner shocked many regular visitors but, like some of the other platforms,
Soccerstreams isn't throwing in the towel. Instead, it appears to have moved to reddit-

soccerstreams.net.

[-] SamuraisEpic = 18 points 7 hours ago*
They moved earlier: reddit-soccerstreams is up
permalink embed save report give award reply
[-1 spongebobisha = [score hidden] an hour ago

reddit-soccerstreams
Thanks Legend.

permalink embed save parent report give award reply
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Other new domains that were seized include releasesky.com, wizwig1.com and
futbollatam.com. We haven’t examined all of these domains in detail but the latter has a

Twitter account that promoted the comeback domain.

a7~ Sebastian @Sebasti26465180 - Dec 17
9 F #librefutbol #Futbollatam #FutbolLibretv

r Futbol Latam TV @FutbolLatamTV - 17h
3 :,U + Replying to @Sebasti26465180

futbollatam.tv

Futbol Latam TV

En Futbol Latam podras ver todos los partidos del
futbol peruano y sudamericano: Liga profesional d...

Q 1 12 Q 2 b

The above suggests that Maryland’'s U.S. Attorney's Office has more work to do, but since

the FIFA World Cup ended yesterday, priorities may change.
High Stakes Power Play

These types of piracy-related domain seizures are not a new phenomenon, but they are
quite unusual. It remains unclear what specifically prompts criminal law enforcement

agencies to take action.



The sports streaming sites were obviously problematic, but there are thousands of pirate
sites. Some have been around for nearly two decades without running into trouble with

U.S. law enforcement.

This includes Hollywood nemesis The Pirate Bay, which actually moved to a Swedish (.se)

domain name over a decade ago when it feared a domain seizure by U.S. law

enforcement.

That seizure never came. On the contrary, its .se domain name was taken over by Swedish
law enforcement following a lawsuit. Ironically, this prompted the torrent site to return to

its original .org domain.

It's unclear why U.S. law enforcement agencies decided to take action against sports
streaming sites. Apparently, FIFA had a rather convincing case and perhaps it doesn't hurt

that the United States is co-hosting the next World Cup.

Thus far, no arrests or indictments have been announced in relation to the seizures. That
said, the seizures are definitely a warning that U.S. law enforcement can take the matter

rather seriously.

U.S. authorities haven't identified any of the additional 23 domain names that were seized

but information obtained by TorrentFreak suggests that it likely includes the following.

- hesgoal.pro

- hesgoal.me

- weakstream.net

- vipleagues.net

- soccerstreams.net

- rojadirectatvonline.net
- futboltv.live

- rojadirecta.global
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- rojadirecta.me

- futboltv.biz

— wizwig1.com

- tenorsky.com

- releasesky.com

— ovopremium.com

- librefutbol.com

- futboltv-envivo.com
- futbollatin.com

- futbollatam.com
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